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Abstract
In Japan, a shortage of information security personnel has been pointed out since around 2016, and various efforts have been made by both
the government and academia. The School of Information and Telecommunication Engineering of Tokai University is not a department
specializing in information security, but it has several faculty members specializing in information security, which is unique among universities
in Japan. In this paper, we analyze the curricula of the School of Information and Telecommunication Engineering before and after the
reorganization using SecBoK2021 to identify the characteristics of each curriculum, and discuss what kind of information security education

and what kind of information security human resource development they contribute to.
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Table 1 Conformity to Rolls.

Difference
Rolls JT JE (absolute)
CISO 86% 85% 0.31%
POC 77% 82% 5.37%
Notification 78% 81% 2.63%
Commander and Triage 83% 82% 0.57%
Incident managers and Incident
handl 84% 79% 5.79%
andlers
Curator 82% 79% 2.50%
Researcher 83% 79% 4.49%
Self Assessment and Solution
Analvst 87% 85% 2.29%
nalys
Vulnerability Assessor 87% 83% 3.86%
Education and Awareness 60% 70% 10.11%
Forensic Engineer 83% 81% 1.62%
Investigator 79% 80% 1.31%
Legal Advisor 78% 74% 3.83%
IT Planning Department 82% 82% 0.42%
IT Systems Department 89% 88% 1.43%
Information Security Auditor 79% 83% 3.41%
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AKOHTTlE, HIZERHN SecBoK TEFR IILTWDH A
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W4 2. 3ZCTHII LA L 91T, SecBoK TlE 1145 D45k -
AX)VE 18 OHFRSIICHE L TWD. SrFIE 4 T
ODNTERE, MEBOBHILICERIN TV D HH - A%
N EORERREL TV NERERHE Z LI, Mk
BRI A FRRELZRD D, K LTI o# & E
BEMNB ZLITRODIEFERELZENL, DY X2T ALK
Tl 5.

YW % Table 2 (2773, Table 2 XY, MO EOFK
RIEX, JIT X0 H IJEOEFREW. 2, WL OO
HHAIWZBWT, JTEIEDEITIRELS RoTWNA.

Table 2 Sufficiency for Knowledge Fields.

Difference
Knowledge Fields JT JE (absolute)

00Basics 89% 81% 8.11%
01IT & Security Basics 83% 88% 4.17%
02IT Human Skill 92% 96% 4.17%
03Security Governance 100% 100% 0.00%
04Security Management 97% 100% 3.03%
05INetwork security 91% 88% 2.94%
06Systems Security 97% 97% 0.00%
07Secure design and

tructi 93% 93% 0.00%
construction
08Security Operation 84% 87% 2.63%
09Cryptography,

YPIOgTAPIY. 100%  79% 21.43%
Authentication and Signature
10Cyber Attack Techniques 85% 68% 17.07%
11Intelligence 77% 83% 6.40%
12Digital Forensics 85% 76% 9.09%
13Cyber Investigation 50% 75% 25.00%
14Security Personnel Training 76% 94% 17.65%
15Laws, Institutions and
Standard 74% 81% 7.41%

andards
16Business Skills 75% 82% 7.02%
17Related Areas 88% 85% 3.04%
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SecBoK (% NIST ® NICE Framework (SP 800-181 Rev.1)
N% M L, NICE Framework ¢ 17—/ (NICE & — /L) |Z}&
ST SecBoK OB — /L ABERR E LTS, LInLZAND,
NICE Framework (21, SecBoK 1 — LLIAMNC & %40 a
—LINEFE SN TV A, NICE Framework Tl%, SECURELY
PROVISION (SP), OPERATE and MAINTAIN (OM),
OVERSEE and GOVERN (OV), PROTECT and DEFEND (PR),
ANALYZE (AN) , COLLECT and OPERATE (CO) ,
INVESTIGATE (IN)® 7 DDA T I VY —Zu—/L&43E L
TW 5. SecBoK & NICE o — /L ® %) BI4% % NICE
Framework @ %7 = U — Talli L 72 4% 52 % Table 3 12”7,
Table 3 KV, OV, IN OXfIGEIELE WA, SP, CO DXt
BEIXE L <RV, SP 21X, Software Developer, Enterprise
Architect, Security Architect, Systems Developer &V > 7z,
VAT LBAFE, V7 b TERBEICEGRT I EE R0
—ILINEENTVBDN, SecBoK IZIZTEEN TV, D
7o, ZOXohu—ERKTLINY X2T AOHA,
SecBoK TIFIELKFHliT 2 Z &M TERWN

Z D& 91T, SecBoK TIX CSIRT IZRF 5 r—in£<
EFE I TV DA, CSIRT BRI D& % = U 7 0 AR,
SecBoK TIFFHi 45 Z & A TE 221,

UL s, EZERICAENRMEE > TndEF= Y
7 4 ANBIE, #42 CISO, SOC (Security Operation Center),
CSIRT T&H 0, EREL T L TV Db Tikawv. #lx1E,
P AN—HBEOEREITH SOC A T v NEERED
FREEATI 7Ly s =T 8L, M
ENBEECTEALRET S Z EIINEETH L0, B2l
TANRE =T TN —ATHIENRENTHD. —
FHT, ATy MRSICHMEL 725 POC A T > b
N RT—13, BN CTREAZLELT 22— ThHD
EEZLND. ZTDI=®, SecBoK NiEFET S —/%, H
ANBELELE LTS B2 T 4 AMEMIEICEKLT
BY, BERTAREEBELR—LTHDHLEWVWZD.

Table 3 Comparison of NICE rolls and SecBoK rolls.

Categories NICE [rolls] SecBoK [rolls] Sufficiency [%]
SP 11 1 9%
oM 7 3 43%
ov 14 11 79%
PR 4 2 50%
AN 7 1 14%
cO 6 0 0%
IN 3 3 100%
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