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Attack detection based on statistical analysis

Application of the traffic analysis to attack detection
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In recent years, DoS/DDoS attacks widely
occurred to  servers, companies and
government sites. Researches of virus
detection comparing the specified features are
conducted in these days. New viruses,
however, are hardly detected within short
period. In this research, we observe the
pre-attacking behavior and analyze all
incoming traffic using statistical methods for
the specified organization. These methods
adopt the entropy method and chi-square
method. Variation of entropy values is utilized
in entropy method. If entropy value is lower
than normal value, attacks seem to be DoS
attacks. On the other hand, if entropy value is
higher than the normal value, attacks seem to
be DDoS attacks. The calculation times of
these statistical methods is very short
compared to the pattern matching method
leading to the quick detection. These methods
have the merit to find all incoming attacks of
local organization.
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