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/Security Evaluation for Stream Ciphers
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Stream cipher is a class of symmetric-key
cryptography, which uses the same key for
encryption and decryption, and it provides
confidentiality and integrity to data or
network. We have evaluated the security of
stream ciphers, e.g. RC4 stream cipher. In our
research results, we found the key recovery
attack for RC4 on Wired Equivalent Privacy
(WEP), the falsification attack on WPA-TKIP,
and the plaintext recovery attack for RC4 on
SSL/TLS. Recently, we challenge about the

automatic evaluation technique for stream

cipher by using statistical method.
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® Results

o Plaintext recovery attack using Known Partial Plaintext Bytes
— Given consecutive 6 bytes of a target plaintext and 23 ciphertexts with different keys,
consecutive 1 petabytes of the plaintext are recovered with probability of more than 0.6
234 ciphertexts
Consecutive 1 petabytes
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e Guess-and-Determine Plaintext Recovery Attack
— Not Require any previous knowledge of a plaintext
— Given 2% ciphertexts with different keys, any position of the plaintext byte is recovered with
robability of close to one .
P v 2% ciphertexts

ANY byte
B Plaintext Recovery RGN o(6] Il (o(c:) e

Fig. 1 Attack model for WEP
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